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Guest Voices: Black Swans and the
Risks in Supply Chains
MIT’s Yossi Sheffi writes that building business resilience into supply chains means
preparing for the unimaginable

The scale of the damage from the earthquake and tsunami that hit Japan in 2011 was
unimaginable. Above, the scene outside Sendai Airport days after the quake. PHOTO:
BLOOMBERG NEWS

By YOSSI SHEFFI
Oct. 28, 2015 2:23 p.m. ET
When safeguarding their supply chains against disruptions,
companies commonly assign the highest priority to events that
happen relatively often and hit hard. Focusing on those with the
highest likelihood and the greatest potential impact certainly seems
like a logical approach to risk management.
Except that these are not the worst perils that companies face.
In fact, events that rarely happen but wreak havoc pose the most
dangerous threat to corporate health. These may be called “black
swans,” a term popularized by Nassim Taleb in his 2007 book to
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describe occurrences that are thought to be impossible.
Examples of such rare but high-impact events include Hurricane
Katrina in 2005, the BP Horizon oil rig explosion in 2010, the 9/11
terrorist attack, and the tsunami that hit Japan in 2011. This month,
South Carolina was hit by what Gov. Nikki Haley called the worst rains
“in 1,000 years,” causing record-setting floods and fatalities and
shutting major transportation corridors.
Volkswagen AG ’s emissions test-fixing scandal is another highimpact/low-likelihood event. Who would have thought that the
biggest and most famous company in Germany, a country known for
its precision, straight-laced dealings and strong green movement,
would be caught cheating on auto-emissions tests?
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As is typical with this type of risk, the damage to Volkswagen is acute
and likely to be long-lasting, and the company’s suppliers may brace
for the impact on their operations.
It’s not that high-impact/high-likelihood disruptions are not
worrisome; their impact can be devastating for the ill-prepared.
However, because such events occur relatively frequently or hit other
companies, enterprises can imagine the outcomes and prepare for
them. This may create something of trap for companies, allowing
them to believe they have prepared for high risks when they are more
exposed than they know.
For example, on average the Atlantic Basin brews six hurricanes
annually, exposing the 600 manned oil platforms in the Gulf of Mexico
to severe weather. When a hurricane that may threaten the area is
brewing, most platforms prepare by shutting down production and
evacuating personnel. Platforms are brought back online quickly
because the companies have developed play books for rapid
responses.
Black swans, on the other hand, are never rehearsed because they are
perceived as beyond-the-pale disruptions. Yet the likelihood of a black
swan is not zero.
Three principles are important to keep in mind in this context.
First, statistical reasoning, the basis for most forecasting, is based on
history, which may not repeat itself. Second, the worse disruption will
always take place in the future (because the past is bounded and the
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future is not). Lastly, lack of evidence of a possible disruption is not
the same as evidence of lack of potential disruption.
The changing nature of supply chains has made it more important to
consider the potential impact of the black-swan event, even if the
events themselves are difficult to imagine.

‘Black swans are never rehearsed because they are perceived as
beyond-the-pale disruptions. Yet the likelihood of a black swan
is not zero. ’

Over the last two decades, supply chains have become increasingly
long, complex and more vulnerable. Global supply chains that rely on
deep-tier suppliers provide brand owners less visibility and
diminishing influence over their own operations. At the same time,
changing population patterns and severe weather phenomena are
driving an increase in the number of significant disruptions.
The impact of major disasters on business also is growing due to the
prevalence of “lean” operations, which allow for minimal inventory as
a buffer.
Still, there are ways to prepare for unimaginable disruptions.
Creating and maintaining an emergency operations center ensures
that a response can be triggered quickly. Knowing who to call to staff
the center when a crisis hits is critically important. Supply-chain
professionals who possess a deep and wide familiarity with the
company’s operations and processes, and engineers who can qualify
new suppliers and materials quickly, should be on the team.
Likewise, the ability to quickly identify a disruptive event and to
respond immediately is critical to a company’s efforts to keep global
operations running and to recover.
Over the last five years the use of sensors that detect threats ranging
from tsunamis to suppliers in financial difficulty has become
widespread.
A new crop of software applications are able to take such data, along
with other information about worldwide events and translate that
into recommended actions for a company. Applications can use
tailored knowledge of supplier locations, bills of material, and the role
certain products and customers play in supply chains to prioritize
responses. Such systems are becoming essential to fast detection and
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efficient response.
And learning from experience will continue. One would expect that
following the Volkswagen debacle, many companies will start
instituting engineering audits on top of financial audits to discover
potential disasters. It would be hard to imagine that companies would
not do this.
Yossi Sheffi is director of the Massachusetts Institute of Technology’s
Center for Transportation & Logistics. He is the author of “The Power of
Resilience: How the Best Companies Manage the Unexpected.” (MIT
Press, October 2015). He can be contacted at sheffi@mit.edu.
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